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Introduction

Relevance Labis aspecialist IT services company with re-usable technology assets in DevOps, Cloud, Automation, Digital, Service
Delivery and Supply Chain Analytics that help global organizations achieve frictionless business by transforming their traditional
Infrastructure, Applications and Data.

Installed Software Overview

This AWS Marketplace offering comes with essential development tools pre-installed to facilitate data science, software
development, and system administration. Below is a list of available software:

e  Remote Access: Powered by Amazon NICE DCV for high-performance remote desktop sessions.

e Languages s IDEs: Includes Python 3.x, R, Visual Studio 2022, VS Code, PyCharm, and RStudio.

e MLsDataFrameworks: Preinstalled with PyTorch, TensorFlow, scikit-learn, PySpark, Dask, and Vowpal Wabbit.
e Notebook s Analytics Interfaces: Supports Jupyter Notebook and JupyterLab for interactive development.

e  Utilities s Dev Tools: Comes with Git, Google Chrome, AWS CLI, and 7-Zip for development and system tasks.

e Environment: Features Anaconda for Python/R package management and Docker + Docker Compose for
containerized workloads.

e  Office Productivity: LibreOffice suite (Writer, Calc, Impress) for document editing and reporting.

Accessing Secure Desktop Applications

This section provides instructions on how to connect to the machine access pre-installed applications like RStudio Server,
JupyterLab, and Visual Studio Code for development and data analysis.

3.1 Subscribe to AWS Marketplace

You need to subscribe to Data Science Workspace product from AWS Marketplace.
Login to your AWS account

a. IntheServices, searchfor AWS Marketplace. Goto AWS Marketplace
subscriptions.

b. Navigateto AWS Marketplace
C. Ontherightside, clickonthe “Manage Subscriptions” and navigate to “Discover Products” whichisonthe left panel.

Page 3|


https://aws.amazon.com/marketplace

Version 1.1

k.

(v C QO 8 nhttpsy//console.aws.amazon.com/marketplace/home?reg

For quick access, place your bookmarks here on the bookmarks toolbar. Manage bookmarks.., (3 othe

AWS Marketplace X AWS Marketplace

Discover products > Search results

Manage subscriptions

F Refine results Search AWS Marketplace products

Discover products:

Product Support Connection (4 Q

X Categories

Settings

Infrastructure Software (5093) All products (Over 10000 results) showing 1- 20 12 3 45 6 7 50 > @
[y Devops (5720)

Business Applications (1782) Amazon Linux 2 AMI (HVM), SSD Volume Type (64-bit x86) [4
Machine Learning (1178) aWS By Amazon Web Services [ | Ver 20202107010

Linux/Unix, Amazon Linix 2020210318 Machine Image (AMI)

Data Products (3595)
A Amazon Linux 2 is  supported and maintained Linux image provided by Amazon Web Services for use on Amazon Elastic
Compute Cloud (Amazon EC2). I s designed to provide a stable, secure, and high performance execution environment for
Professional Services (1096) applications running on Amazon EC2. It also Includes packages..

Industries (859)

v Delivery methods 8% Microsoft ~ Microsoft Windows Server 2019 Base (2

Amazon Machine Image (5268) By Amazon Web Services [ | Ver 2021.07.14
AWS Data Exchange (3595)
Saa$ (1408)
Professional Services (1096) Amazon EC2 running Microsoft Windows Server is a fast and dependable environment for deploying applications using
Amazon SageMaker (659) the Microsoft Web Platform. Amazon EC2 enables you to run compatible Windows-based solutions on AWS' high-

st performance, reliable, cost-effective, cloud computing platform.

CloudFormation (478)

Windows, Windows Server 2019 Base 10 - 64-bit Amazon Machine Image (AMI)

Fedokkok 3 AWS reviews [2] 1 external review (3

Container (476)
et Aimazon e i CentOS 7 (x86_64) - with Updates HVM [2
image (19) By Centos.org [4 | Ver 2002_01
Linux/Unix, CentOS 7 - B4-bit Amazon Machine Image (AMI)
v Vendere Jokkok 68 AWS reviews [2 | 249 extemnal reviews (2

Inthe “Search AWS marketplace products” box, input Secure Data Science Workspace
inthe search results, select Secure Data Science Workspace.
Pagewill be navigated to the AWS Marketplace with detailed description of the Product.

See the pricing and usage information and click “Continue to Subscribe.” Kindly read the terms and
conditions offered and click on

Accept Terms. Wait for a while to see the effective date of subscription.

Click “Continue to Configuration.” Details suchas AMIid, software version, Region and Product
code are displayed in this page.

Click “Continue to launch.”

Click“Usageinstructions” to check a briefinformationabout which instance typeto be selected
and how to launch the same.

Go to “Choose Action” dropdown and select “Launch through EC2”.

Choose Action

Choose this action to launch your confi guration through the

Launch through EC2 W Amazon EC2 console.

Click “Launch,” will open your AWS account, EC2 launch console to choose instance type as below.
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aws, Services v

N.Virginia ¥ Support ¥

1.Choose AMI 2. Choose Instance Type

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases.
mix of resources for your applications. Leam more about instance types and how t

tances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage, and networking capacity, and give you the flexibility to choose the appropriate
your computing needs.

Filterby: | Allinstance families v Current generation ¥ Show/Hide Columns

Currently selected: 12 small (- ECUs, 1 vCPUs, 2.5 GHz, -, 2 GiB memory, EBS only)

Family Type vePUs (i Memory (6i8) i ptimized Available i Network Performance | 1Pv6 Support |
") 2 2 neno EBS or Low to Moderate
") 2 e EBS onl Low to Moderate
| Free tier efigibe
[ ] 2 12.small 1 2 EBS only - Low 1o Moderate Yes

2 4 EBS only - Low to Moderate Yes

2 8 EBS only - Low 1o Moderate Yes
2 t2.xlarge 4 16 EBS only s Moderate Yes

EBSor Moderate

® &6 o8

e | e | ([T | e ot e

3.2 Prerequisites

Before you create an instance, you need to have the following resources available in your AWS account.
e VPCinwhich to launch your instance. This can be the default VPC, oryou can create a custom VPC.
e  Subnets withinthe VPC
e RouteTables
e Internet Gateway

e Security Groups
Once you have the above pre-requisites in place you can create an EC2 instance from the AMI. Setting up the prerequisites.

3.21 CreateVPC.
e logintoAWS
e SwitchtoN. Virginia (orany region ofyour choice)
e  SearchforVPCunder Services. Click on VPC. This will take you to the VPCs console.
e  Clickon Your VPCs inthe left panel. You will see all your VPCs listed.
e  Clickon Action and click on “Create default VPC.”
e  (Clickon Create default VPC. VPC is created. Click on the close.

e Inthe “Your VPCs” table, select the VPC you created, Input VPC name and save it.

Ref: Documentation from AWS on creating VPC

A default VPC is created along with public subnets in each availability zone. Select one of those zones. This is where you will be
launching an AMI. You can give a name to the subnet for easier reference. Click “Subnets” in the left panel. Select a subnet associated
with the above VPC. Input the Subnet name and save.

3.2.2  Create Security Groups.

Let uscreatea Security group now. Inthe Services search for EC2 and clickon EC2in the results. Youshould see the EC2 console.

e Click “Security groups” in the left side panel.

e (Clickonthedefault security group whichislinked to the VPCId of the VPC created.
e (Clickthe “Action” tab followed by view details.

o Click the “Editinbound Ports” button from inbound rules descriptions.
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o Add the following Inbound ports to make the application work.

e Addaruletoallow HTTP traffic with source Anywhere (0.0.0.0/0)

e Addaruleto allow HTTPS traffic with source Anywhere (0.0.0.0/0)

e Add aruleto allow SSH traffic with source Anywhere (0.0.0.0/0)

e (Click “Save rules.” Ensure you have added three inbound rules (80, 8443, 443) and verify.
o Allow all traffic and all IP addresses for Outbound rules.

3.3 Access the Desktop GUI
Aftertheinstanceis up and running, retrieve the Public DNS Address from the EC2 console. Then, open a web browser and enter
https://<Public DNS Name>:8443, which will take you to the DCV authentication page. Use the default credentials & Click Login to

proceed.

Username: Administrator

Password: Please follow the instructions to get the password shared (https://repost.aws/knowledge-
center/retrieve-windows-admin-password)

‘ec2-98-83-32-191.compute-1.amazonaws.com

v

Sign in with your credentials
Username

Password

( )

Afterlogging in, you will be taken to the Desktop environment via Amazon DCV as below.

& @ @ F R B ( Ec2amAz-051309A v )
T

Recycle Bin Docker
Desktop

JupyterLab

2

Google
Chrome

»

LibreOffice
248

)
PyCharm
2025.1

2]
isual Studio
Code
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3.4 UsingRStudio Server

To access RStudio Server and begin analyzing data with R, follow these steps:
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1. Open your preferred web browser (such as Google Chrome or Mozilla Firefox). From the desktop environment, click on the
Start menu, then select RStudio. This will launch the RStudio application in your browser and take you directly to the RStudio

home page.

N Windows Server

S8 NVIDIA Control Panel

B \VIDIA Corporation % &

Windows
P Server Manager  PowerShell

- o

Windows
Administrativ...

B Python3.10

Task Manager

3

Event Viewer

O Settings

v
v

Windows
PowerShell ISE

8
Control Panel
|

File Explorer

Hostname: EC2AMAZ-O51309A
Instance ID: i-0590529159274d7 1e
Private IPv4 address: 172.31.65.161
Public IPv4 address: 98.83.32.191
Instance size: g4dn.2xlarge
Availability Zone: us-east-1f
Architecture: AMD64

Total memory: 32768

Netw Up to 25 Gigabit

No login credentials are required. For the best experience, we recommend using either Chrome or Firefox. Once opened, you

should see the RStudio interface as shown below.

2. Start Using RStudio

Onceyou have successfully logged in, you will be taken to the RStudio home interface. From here, you can start creating and editing
R scripts, perform data analysis, and take advantage of RStudio’s built-in tools for data visualization, package installation, and

environment management. The interface you will see upon logging inis illustrated below.

& 1 @ I R
© Rstudio
File Edit Code View Plots Session Build Debug Profile Tools Help
o . X 2. Go to file/functio ~ Addins
Console  Terminal Background Jobs
R - R450 . ~
R version 4.5.0 (2025-04-11 ucrt) -- "How About a Twenty-Six"

Copyright (C) 2025 The R Foundation for statistical Computing
platform: x86_64-w64-mingw32/x64

R is free software and comes with ABSOLUTELY NO WARRANTY.

You are welcome to redistribute it under certain conditions.

Type 'license()' or 'licence()' for distribution details.
Natural Tanguage support but running in an English locale

R is a collaborative project with many contributors.

Type ‘contributors()"' for more information and

‘citation()’ on how to cite R or R packages in publications.

Type 'demo()’ for some demos, 'help()' for on-line help, or

"help.start()' for an HTML browser interface to help.

Type 'q()' to quit R.

>

[File Explorer |

3.5 OpeninglupyterLab

History G i Tutorial

R ~ | ik Global Environment ~

#* import Dataset ~ | * 87MiB ~

EC2AMAZ-051309A ¥

= X

Environment is empty

Files Plots Packages Help Viewer
QO Newroider | © NewFile » | @ Deete
4 Home
A Name
®1 Gesktop.in
My Music
My Pictures
My Videos

Visual Studio 2022

Presentation =)

=|Rename | Gk More ~

Size Modified

4028 May 7, 2025, 3:56 AM

To access JupyterLab for interactive data analysis and notebook-based development, follow these steps:
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1. Openyour preferred web browser (such as Google Chrome or Mozilla Firefox). From the desktop,

double-click the JupyterLab shortcut icon.

& @ @ F R B ( Ec2AMAZ-051309A v )
g

Recycle Bin [
Desktop

25 J
Git Bash JupyterLab Instance size: g4dn.2xlarge
Availability Zone ast-1f

lg 7] Total memory: 32

Google Microsoft Netwotk: Up to 25 Gigabit
Chrome Edge

B,

LibreOffice
248

PC
)
PyCharm
2025.1

2]

isual Studio

2. Access JupyterlLab
A web browser will open automatically, taking you directly to the JupyterLab interface without requiring login credentials.

3. Start Using JupyterLab
Once inside JupyterLab, you can create and manage Python and R notebooks, write scripts, and perform interactive data analysis.

g & ¢ @ g R B ( ec2amAz051309A v )

O T Jupyterab x S - g X
C (@ localhost:3888/lab v o & - O
: File Edit View Run Kemel Tabs Settings Help
] Dt Cc v 2 Launcher + %
-/ -
(=) . = "
Name Modified @ Notebook
D beeline 13hago «
*= | D beeline.cmd 13h ago '
D bokeh.exe 13hago a
M D dask-scheduler... 13h ago
O dask-ssh.exe 13hago Python 3
(ipykemel)
D dask-worker.exe 13h ago
D daskexe 13hago
D debugpy-adapt... 14h ago Console
D debugpy.exe 14h ago
O docker-image-t... 13hago ﬁ
D f2py.exe 13hago Al
= RN o
Simple 0® Launcher 0 [}

3.6 RES Usage

This Data Science AMI has been created to meet RES compliance requirements and is added as a software stack. With this AMI, users can
easily launch workspaces in RES that come preconfigured with the Data Science applications, providing a dependable, consistent, and ready-
to-use environment for their projects.

1. Launchin RES

e  Add this AMI to your Research Engineering Studio (RES) software stack.
e Launch a Windows workspace from the stack.
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Launch New Virtual Desktop

2. Grant Domain User Access (via Session Manager)

Use AWS Systems Manager Session Manager to connect to the workspace instance.
From the Session Manager PowerShell session, run:

Add-LocalGroupMember -Group "Administrators" -Member "CORP\admin1"
Replace CORP\admin1 with your actual domain and username.
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Login
e Theadded domain user can now log in to the workspace using the login screen and access the Desktop as shown
below.
Further, applications can be accessed from the Desktop and All Programs.

Hostname: EC2AMAZ-HOPOOCT
instar cb003

Instance size: 13 2«large
Avallability Zone: us-east-1a
Architecture: AMD64

Total memory: 32768
Network: Up to 5 Gigabit
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4. Security Note
e Addonly trusted users to the Administrators group.
e  For least-privilege access, consider adding them to Remote Desktop Users instead.

3.7 Terminate your instance.

Onceyou have determined that the instanceis no longer required, you can proceed with terminating it to stop any further charges.
Follow these steps to terminate the instance properly:

1.  Access AWS Marketplace

e Navigatetothe AWS Marketplace and click on Your Software to view your purchased and active instances.

2. Locatethelnstance
e  Onthe Your Software page, find the instance you want to terminate.

e Nextto theinstance, click on Manage in AWS Console, which will redirect you to the AWS Management

Page 11|



Version 1.1

Console.
3. Terminate the Instance in EC2 Console

e Inthe AWS Management Console, open the EC2 console to view all running instances.

e Locatetheinstance you wish to terminate, right-click on it, and select Terminate from the options.

4. Confirm Termination

e  Aprompt will appear asking for confirmation. Click on Yes, terminate to proceed.

relevance la

e Theinstance will now begin the termination process and will be permanently removed once completed.

i

By following these steps, you can safely decommission your instance when it is no longer needed, ensuring that you are not billed

for any unused resources.

Summary

This document serves as a detailed guide for accessing and working within the Secure Desktop environment. The environment
is pre-configured with a rich set of tools and applications tailored for data science and software development workflows.
Included by default are popular platforms such as RStudio Server, JupyterLab, Visual Studio Code, Docker, Anaconda, LibreOffice,

and Git.

Additionally, the system comes preloaded with a wide range of Python libraries and frameworks, including PyTorch, TensorFlow,
scikit-learn, PySpark, Dask, and Vowpal Wabbit, enabling users to dive straight into machine learning, data processing, and

analytical tasks with minimal setup.
4.1 Security Best Practices
e Regularly updated software packages to ensure security patches are applied.

e  Restrict access to the instance using AWS security groups and IAM roles.

e  Monitor resource usage and optimize instance types based on workload requirements.

4.2 NextSteps

e  Expand functionality by installing additional R and Python packages using CRAN or Conda.

e Integrate with AWS services like S3 for data storage, RDS for databases, and IAM for secure
authentication.
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